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1. Preliminary Statement

This case challenges an act of Congress that makes the use of filtering software by
public libraries a condition of the receipt of federal funding. The Internet, asiswell known,
isavadt, interactive medium based on a decentralized network of computers around the
world. Itsmost familiar feature isthe World Wide Web (the “Web”), anetwork of
computers known as servers that provide content to users. The Internet provides easy
access to anyone who wishes to provide or distribute information to a worldwide audience;
it isused by more than 143 million Americans. Indeed, much of the world’' s knowledge
accumulated over centuriesis availableto Internet users amost instantly. Approximately
10% of the Americans who use the Internet accessit at public libraries. And approximately
95% of all public librariesin the United States provide public access to the Internet.

While the beneficial effect of the Internet in expanding the amount of information
availableto itsusersis self-evident, itslow entry barriers have also led to a perverse result
—facilitation of the widespread dissemination of hardcore pornography within the easy
reach not only of adults who have every right to accessit (so long asit isnot legally
obscene or child pornography), but also of children and adolescents to whom it may be
quite harmful. The volume of pornography on the Internet is huge, and the record before us
demonstrates that public library patrons of all ages, many from ages 11 to 15, have regularly
sought to accessit in public library settings. There are more than 100,000 pornographic
Web sites that can be accessed for free and without providing any registration information,
and tens of thousands of Web sites contain child pornography.
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Libraries have reacted to this situation by utilizing a number of means designed to
insure that patrons avoid illegal (and unwanted) content while also enabling patronsto find
the content they desire. Some libraries have trained patrons in how to use the Internet while
avoiding illegal content, or have directed their patronsto “preferred” Web sites that
librarians have reviewed. Other libraries have utilized such devices as recessing the
computer monitors, installing privacy screens, and monitoring implemented by a“tap on the
shoulder” of patrons perceived to be offending library policy. Still others, viewing the
foregoing approaches as inadequate or uncomfortable (some librarians do not wish to
confront patrons), have purchased commercially available software that blocks certain
categories of material deemed by the library board as unsuitable for use in their facilities.
Indeed, 7% of American public libraries use blocking software for adults. Although such
programs are somewhat effective in blocking large quantities of pornography, they are blunt
instruments that not only “underblock,” i.e., fail to block access to substantial amounts of
content that the library boards wish to exclude, but also, central to thislitigation,
“overblock,” i.e., block accessto large quantities of material that library boards do not wish
to exclude and that is constitutionally protected.

Most of the librariesthat use filtering software seek to block sexually explicit
speech. While most librariesinclude in their physical collection copies of volumes such as
The Joy of Sex and The Joy of Gay Sex, which contain quite explicit photographs and
descriptions, filtering software blocks large quantities of other, comparable information
about health and sexuality that adults and teenagers seek on the Web. One teenager testified
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that the Internet accessin a public library was the only venue in which she could obtain
information important to her about her own sexuality. Another library patron witness
described using the Internet to research breast cancer and reconstructive surgery for his
mother who had breast surgery. Even though some filtering programs contain exceptions
for health and education, the exceptions do not solve the problem of overblocking
constitutionally protected material. Moreover, aswe explain below, the filtering software
on which the parties presented evidence in this case overblocks not only information
relating to health and sexuality that might be mistaken for pornography or erotica, but also
vast numbers of Web pages and sites that could not even arguably be construed as harmful
or inappropriate for adults or minors.

The Congress, sharing the concerns of many library boards, enacted the Children’s
Internet Protection Act (“CIPA”), Pub. L. No. 106-554, which makes the use of filtersby a
public library a condition of its receipt of two kinds of subsidiesthat are important (or even
critical) to the budgets of many public libraries — grants under the Library Services and
Technology Act, 20 U.S.C. 8 9101 et seq. (“LSTA”), and so-called “ E-rate discounts’ for
Internet access and support under the Telecommunications Act, 47 U.S.C. § 254. LSTA
grant funds are awarded, inter alia, in order to: (1) assist librariesin accessing information
through electronic networks, and (2) provide targeted library and information servicesto
persons having difficulty using alibrary and to underserved and rural communities,
including children from families with incomes below the poverty line. E-rate discounts
serve the similar purpose of extending Internet access to schools and librariesin low-
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income communities. CIPA requiresthat libraries, in order to receive LSTA fundsor E-
rate discounts, certify that they are using a“technology protection measure” that prevents

patrons from accessing “visual depictions’ that are “ obscene,” “ child pornography,” or in
the case of minors, “harmful to minors.” 20 U.S.C. § 9134(f)(1)(A) (LSTA); 47 U.S.C. 8
254(h)(6)(B) & (C) (E-rate).

The plaintiffs, agroup of libraries, library associations, library patrons, and Web site
publishers, brought this suit against the United States and others alleging that CIPA is
facialy unconstitutional because: (1) it induces public librariesto violate their patrons
First Amendment rights contrary to the requirements of South Dakota v. Dole, 483 U.S.
203 (1987); and (2) it requires librariesto relinquish their First Amendment rightsasa
condition on the receipt of federal funds and is therefore impermissible under the doctrine
of unconstitutional conditions. In arguing that CIPA will induce public libraries to violate
the First Amendment, the plaintiffs contend that given the limits of the filtering technology,

CIPA’ s conditions effectively require libraries to impose content-based restrictions on

their patrons access to hs/,I3technoloontspeiltconAcc ot give te









on filtering companies’ ability to: (1) accurately collect Web pages that potentially fall into
ablocked category (e.g., pornography); (2) review and categorize Web pages that they have
collected; and (3) engage in regular re-review of Web pages that they have previously
reviewed. These failures spring from constraints on the technology of automated
classification systems, and the limitations inherent in human review, including error,
migjudgment, and scarce resources, which we describe in detail infra at 58-74. Onefailure
of critical importance is that the automated systems that filtering companies use to collect
Web pages for classification are able to search only text, not images. Thisiscrippling to
filtering companies’ ability to collect pages containing “visual depictions’ that are
obscene, child pornography, or harmful to minors, as CIPA requires. Aswill appear, we
find that it is currently impossible, given the Internet’ s size, rate of growth, rate of change,
and architecture, and given the state of the art of automated classification systems, to
develop afilter that neither underblocks nor overblocks a substantial amount of speech.
The government, while acknowledging that the filtering software isimperfect,
maintains that it is nonetheless quite effective, and that it successfully blocks the vast
majority of the Web pages that meet filtering companies category definitions (e.g.,
pornography). The government contends that no moreisrequired. Initsview, solong as
the filtering software selected by the libraries screens out the bulk of the Web pages
proscribed by CIPA, the libraries have made a reasonabl e choice which suffices, under the
applicable legal principles, to pass constitutional muster in the context of afacia challenge.
Central to the government’ s position is the analogy it advances between Internet filtering
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and the initial decision of alibrary to determine which materials to purchase for its print
collection. Public libraries have finite budgets and must make choices as to whether to
purchase, for example, books on gardening or books on golf. Such content-based decisions,
even the plaintiffs concede, are subject to rational basis review and not a stricter form of
First Amendment scrutiny. In the government’ s view, the fact that the Internet reversesthe
acquisition process and requires the libraries to, in effect, purchase the entire Internet,
some of which (e.g., hardcore pornography) it does not want, should not mean that it is
chargeable with censorship when it filters out offending material.

Thelegal context in which this extensive factual record is set is complex,
implicating anumber of constitutional doctrines, including the constitutional limitations on
Congress' s spending clause power, the unconstitutional conditions doctrine, and subsidiary
to these issues, the First Amendment doctrines of prior restraint, vagueness, and
overbreadth. There are anumber of potentia entry pointsinto the analysis, but the most
logical isthe spending clause jurisprudence in which the seminal case is South Dakota v.
Dole, 483 U.S. 203 (1987). Dole outlines four categories of constraints on Congress's
exercise of its power under the Spending Clause, but the only Dole condition disputed here
isthe fourth and last, i.e., whether CIPA requireslibrariesthat receive LSTA funds or E-rate
discountsto violate the constitutional rights of their patrons. Aswill appear, the questionis
not asimple one, and turns on the level of scrutiny applicable to apublic library’ s content-
based restrictions on patrons’ Internet access. Whether such restrictions are subject to
strict scrutiny, as plaintiffs contend, or only rational basis review, as the government
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contends, depends on public forum doctrine.

The government argues that, in providing Internet access, public libraries do not
create a public forum, since public libraries may reserve the right to exclude certain
speakers from availing themselves of the forum. Accordingly, the government contends
that public libraries' restrictions on patrons’ Internet access are subject only to rational
basisreview.

Plaintiffs respond that the government’ s ability to restrict speech on itsown
property, asin the case of restrictions on Internet accessin public libraries, is not
unlimited, and that the more widely the state facilitates the dissemination of private speech
in agiven forum, the more vulnerable the state’ s decision isto restrict access to speech in
that forum. We agree with the plaintiffs that public libraries’ content-based restrictions on
their patrons’ Internet access are subject to strict scrutiny. In providing even filtered
Internet access, public libraries create a public forum open to any speaker around the world
to communicate with library patrons viathe Internet on avirtually unlimited number of
topics. Where the state provides access to a“vast democratic forum[],” Renov. ACLU,
521 U.S. 844, 868 (1997), open to any member of the public to speak on subjects“as
diverse as human thought,” id. at 870 (internal quotation marks and citation omitted), the
state’ s decision selectively to exclude from the forum speech whose content the state
disfavorsis subject to strict scrutiny, as such exclusions risk distorting the marketplace of
ideas that the state has facilitated. Application of strict scrutiny finds further support in the
extent to which public libraries provision of Internet access uniquely promotes First
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Amendment valuesin a manner analogous to traditional public fora such as streets,
sidewalks, and parks, in which content-based restrictions are always subject to strict
scrutiny.

Under strict scrutiny, apublic library’ s use of filtering software is permissible only
if it is narrowly tailored to further acompelling government interest and no less restrictive
alternative would serve that interest. We acknowledge that use of filtering software
furthers public libraries’ legitimate interests in preventing patrons from accessing visual
depictions of obscenity, child pornography, or in the case of minors, material harmful to
minors. Moreover, use of filters also helps prevent patrons from being unwillingly exposed
to patently offensive, sexually explicit content on the Internet.

We are sympathetic to the position of the government, believing that it would be
desirable if there were a means to ensure that public library patrons could sharein the
informational bonanza of the Internet while being insulated from materials that meet
CIPA’ s definitions, that is, visual depictions that are obscene, child pornography, or in the
case of minors, harmful to minors. Unfortunately this outcome, devoutly to be wished, is
not availablein thisless than best of all possible worlds. No category definition used by the
blocking programsisidentical to thelegal definitions of obscenity, child pornography, or
material harmful to minors, and, at all events, filtering programsfail to block accessto a
substantial amount of content on the Internet that fallsinto the categories defined by CIPA.
Aswill appear, we credit the testimony of plaintiffs expert Dr. Geoffrey Nunberg that the
blocking softwareis (at least for the foreseeabl e future) incapable of effectively blocking
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the majority of materialsin the categories defined by CIPA without overblocking a
substantial amount of materials. Nunberg’s analysis was supported by extensive record
evidence. Asnoted above, thisinability to prevent both substantial amounts of
underblocking and overblocking stems from severa sources, including limitations on the
technology that software filtering companies use to gather and review Web pages,
limitations on resources for human review of Web pages, and the necessary error that
results from human review processes.

Because the filtering software mandated by CIPA will block accessto substantial
amounts of constitutionally protected speech whose suppression serves no legitimate
government interest, we are persuaded that a public library’ s use of software filtersis not
narrowly tailored to further any of these interests. Moreover, lessrestrictive alternatives
exist that further the government’ s legitimate interest in preventing the dissemination of
obscenity, child pornography, and material harmful to minors, and in preventing patrons

from being unwillinga and review aarrowegith nF8iualternatilic lilufntial 6ytional ABrpF8i soit08 nstitutiv
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access, or restricting minors' unfiltered access to terminals within view of library staff.
Finally, optional filtering, privacy screens, recessed monitors, and placement of unfiltered
Internet terminals outside of sight-lines provide less restrictive alternatives for libraries to
prevent patrons from being unwillingly exposed to sexually explicit content on the Internet.

In an effort to avoid the potentially fatal legal implications of the overblocking
problem, the government falls back on the ability of the libraries, under CIPA’s disabling
provisions, see CIPA § 1712 (codified at 20 U.S.C. § 9134()(3)), CIPA §1721(b)
(codified at 47 U.S.C. § 254(h)(6)(D)), to unblock asite that is patently proper yet
improperly blocked. The evidence reflects that libraries can and do unblock the filters
when a patron so requests. But it also reflectsthat requiring library patronsto ask for a
Web site to be unblocked will deter many patrons because they are embarrassed, or desire
to protect their privacy or remain anonymous. Moreover, the unblocking may take days, and
may be unavailable, especially in branch libraries, which are often lesswell staffed than
main libraries. Accordingly, CIPA’sdisabling provisions do not cure the constitutional
deficienciesin public libraries' use of Internet filters.

Under these circumstances we are constrained to conclude that the library plaintiffs
must prevail in their contention that CIPA requires them to violate the First Amendment
rights of their patrons, and accordingly isfacialy invalid, even under the standard urged on
us by the government, which would permit usto facially invalidate CIPA only if itis
impossible for asingle public library to comply with CIPA’s conditions without violating
the First Amendment. In view of the limitations inherent in the filtering technology
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mandated by CIPA, any public library that adheresto CIPA’s conditions will necessarily
restrict patrons’ access to a substantial amount of protected speech, in violation of the First
Amendment. Given this conclusion, we need not reach plaintiffs’ arguments that CIPA
effectsaprior restraint on speech and is unconstitutionally vague. Nor do we decide their
cognate unconstitutional conditions theory, though for reasons explained infra at note 36,
we discuss the issues raised by that claim at some length.

For these reasons, we will enter an Order declaring Sections 1712(a)(2) and 1721(b)

of the Children’ s Internet Protection Act, codified at 20 U.S.C. § 9134(f) and 47

U.S.C. § 254(h)(6), respectively, to be facialy invalid under the First Amendment

and permanently enjoining the defendants from enforcing those provisions..

Findings of Fact
1. Statutory Framework
1. Nature and Operation of the E-rate and LSTA Programs

In the Telecommunications Act of 1996 (“1996 Act”), Congress directed the
Federal Communications Commission (“FCC”) to take the steps necessary to establish a
system of support mechanisms to ensure the delivery of affordable telecommunications
serviceto all Americans. Thissystem, referred to as“universal service,” iscodifiedin
section 254 of the Communications Act of 1934, as amended by the 1996 Act. See 47
U.S.C. 8§ 254. Congress specified several groups as beneficiaries of the universal service
support mechanism, including consumersin high-cost areas, |ow-income consumers,
schools and libraries, and rural health care providers. See 47 U.S.C. § 254(h)(1). The
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extension of universal serviceto schools and librariesin section 254(h) is commonly
referred to as the Schools and Libraries Program, or “E-rate” Program.

Under the E-rate Program, “[a]ll telecommunications carriers serving a geographic
areashall, upon abonafide request for any of its services that are within the definition of
universal service. . ., provide such servicesto elementary schools, secondary schools, and
libraries for educational purposes at rates less than the amounts charged for similar
servicesto other parties.” 47 U.S.C. § 254(h)(1)(B). Under FCC regulations, providers of
“interstate telecommunications’ (with certain exceptions, see 47 C.F.R. 8 54.706(d)), must
contribute a portion of their revenue for disbursement among eligible carriers that are
providing services to those groups or areas specified by Congressin section 254. To be

eligible for the discounts, alibrary must: (1) be eligible for assistance from a State library
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part of the Omnibus Consolidated Appropriations Act of 1997, Pub. L. No. 104-208. The

L STA establishes three grant programs to achieve the goal of improving library services
acrossthe nation. Under the Grantsto States Program, LSTA grant funds are awarded, inter
alia, in order to assist libraries in accessing information through electronic networks and
pay for the costs of acquiring or sharing computer systems and tel ecommunications
technologies. See 20 U.S.C. § 9141(a). Through the Grantsto States program, LSTA funds

have been used to acquire and pay costs associated with Internet-accessible computers
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LSTA and E-rate programsto certify that they are using software filters on their computers
to protect against visual depictions that are obscene, child pornography, or in the case of
minors, harmful to minors. CIPA permitslibrary officialsto disable thefiltersfor patrons
for bonafide research or other lawful purposes, but disabling is not permitted for minor
patronsif the library receives E-rate discounts.

1. CIPA’s Amendments to the E-rate Program

Section 1721(b) of CIPA imposes conditionson alibrary’s participation in the E-
rate program. A library “having one or more computers with Internet access may not
receive services at discount rates,” CIPA 8§ 1721(b) (codified at 47 U.S.C. §
254(h)(6)(A)(i)), unlessthelibrary certifiesthat it is*enforcing a policy of Internet safety
that includes the operation of atechnology protection measure with respect to any of its
computers with Internet access that protects against access through such computersto
visua depictionsthat are— (1) obscene; (11) child pornography; or (111) harmful to minors,”
and that it is“enforcing the operation of such technology protection measure during any
use of such computers by minors.” CIPA 8 1721(b) (codified at 47 U.S.C. §

254(h)(6)(B)).? CIPA defines a“technology protection measure” as “a specific

2 CIPA defines “[m]inor” as“any individual who has not attained the age of 17 years.”
CIPA 81721(c) (codified at 47 U.S.C. § 254(h)(7)(D)). CIPA further provides that
“[o]bscene” has the meaning givenin 18 U.S.C. § 1460, and “ child pornography” hasthe
meaning given in 18 U.S.C. § 2256. CIPA §1721(c) (codified at 47 U.S.C. 8§ 254(h)(7)(E)
& (F)). CIPA defines material that is“harmful to minors’ as:
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technology that blocks or filters access to visual depictionsthat are obscene, . . . child
pornography, . . . or harmful to minors.” CIPA 8 1703(b)(1) (codified at 47 U.S.C. §
254(h)(7)(1)).

To receive E-rate discounts, alibrary must also certify that filtering softwareisin

operation during adult use of the Internet. More specifically, with respect to adults, a
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M M

definitions of “technology protection measure,” “obscene,” “child pornography,” and
“harmful to minors,” that are substantially similar to those found in the provisions
governing the E-rate program. CIPA 8§ 1712 (codified at 20 U.S.C. 8 9134(f)(7)); see also
supra note 2.

As under the E-rate program, “an administrator, supervisor or other authority may
disable atechnology protection measure . . . to enable access for bonafide research or
other lawful purposes.” CIPA 81712 (codified at 20 U.S.C. § 9134(f)(3)). Whereas
CIPA’ s amendmentsto the E-rate program permit disabling for bonafide research or other
lawful purposes only during adult use, the LSTA provision permits disabling for both adults
and minors.

2. |dentity of the Plaintiffs
1. Library and Library Association Plaintiffs

Paintiffs American Library Association, Alaska Library Association, California
Library Association, Connecticut Library Association, Freedom to Read Foundation, Maine
Library Association, New England Library Association, New Y ork Library Association, and
Wisconsin Library Association are non-profit organizations whose membersinclude public
libraries that receive either E-rate discounts or LSTA funds for the provision of Internet
access. Becauseit isaprerequisite to associational standing, we note that the interests that
these organizations seek to protect in thislitigation are central to their raison d’ étre.

Paintiffs Fort Vancouver Regional Library District, in southwest Washington state;

Multnomah County Public Library, in Multhomah County, Oregon; Norfolk Public Library
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2. Patron and Patron Association Plaintiffs

Plaintiffs Association of Community Organizations for Reform Now, Friends of the
Philadelphia City Institute Library, and the Pennsylvania Alliance for Democracy are
nonprofit organizations whose membersinclude individuals who access the Internet at
public libraries that receive E-rate discounts or LSTA funds for the provision of public
Internet access. We note for the purpose of associational standing that the interests that
these organi zations seek to protect in thislitigation are germane to their purposes.

Maintiffs Emmalyn Rood, Mark Brown, Elizabeth Hrenda, C. Donald Weinberg,
Sherron Dixon, by her father and next friend Gordon Dixon, James Geringer, Marnique
Tynesha Overby, by her next friend Carolyn C. Williams, William J. Rosenbaum, Carolyn C.
Williams, and Quiana Williams, by her mother and next friend Sharon Bernard, are adults
and minors who use the Internet at public libraries that, to the best of their knowledge, do
not filter patrons’ accessto the Internet. Several of these plaintiffs do not have Internet
access from home.

Emmalyn Rood is a sixteen-year-old who uses the Multnomah County Public
Library. When she was 13, she used the Internet at the Multhomah County Public Library to
research issues relating to her sexual identity. Ms. Rood did not use her home or school
computer for thisresearch, in part because she wished her searching to be private.
Although the library offered patrons the option of using filtering software, Ms. Rood did
not use that option because she had had previous experience with such programs blocking
information that was valuable to her, including information relating to gay and lesbian
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issues.

Plaintiff Mark Brown used the Internet at the Philadelphia Free Library to research
breast cancer and reconstructive surgery for his mother who had breast surgery. Mr.
Brown'’ sresearch at the library provided him and his mother with essential information
about his mother’s medical condition and potential treatments.

3. Web Publisher Plaintiffs

Plaintiff Afraid to Ask, Inc., based in Saunderstown, Rhode Island, publishes a health
education Web site, www.AfraidtoAsk.com. Dr. Jonathan Bertman, the president and
medical director of Afraid to Ask, isafamily practice physician in rural Rhode Island and a
clinical assistant professor of family medicine at Brown University. AfraidtoAsk.com’'s
mission isto provide detailed information on sensitive health issues, often of a sexual
nature, such as sexually transmitted diseases, male and femal e genitalia, and birth control,
sought by people of all ages who would prefer to learn about sensitive health issues
anonymously, i.e, they are“afraid to ask.” Aspart of its educational mission,
AfraidtoAsk.com often uses graphic images of sexual anatomy to convey information. Its

primary audience isteens and young adults. Based on survey data collected on the site, half

27



28



election for the Third District of Oregon. He operates aWeb site that is now promoting his
candidacy for Congressin 20023
3. The Internet
1. Background
Aswe noted at the outset, the Internet is avast, interactive medium consisting of a

decentralized network of computers around the world. The Internet presents low entry
barriers to anyone who wishesto provide or distribute information. Unliketelevision,
cable, radio, newspapers, magazines or books, the Internet provides an opportunity for those

with accessto it to communicate with aworldwide audience at little cost. At least 400

® The government challenges the standing of several of the plaintiffs and the ripeness of
their claims. Theseinclude all of the Web site publishers and all of theindividual library
patrons. Notwithstanding these objections, we are confident that the “ case or controversy”
requirement of Articlelll, § 2 of the Constitution is met by the existence of the plaintiff
librariesthat qualify for LSTA and E-rate funding and the library associations whose
members qualify for such funding. These plaintiffs are faced with the impending choice of
either certifying compliance with CIPA by July 1, 2002, or foregoing subsidies under the
LSTA and E-rate programs, and therefore clearly have standing to challenge the
constitutionality of the conditions to which they will be subject should they accept the
subsidies. We also note that the presence of the Web site publishers and individual library
patrons does not affect our legal analysis or disposition of the case.
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million people use the Internet worldwide, and approximately 143 million Americans were
using the Internet as of September 2001. Nat’'| Telecomm. & Info. Admin., A Nation
Online: How Americans Are Expanding Their Use of the Internet (February 2002),

available at http://www.ntia.doc.gov/ntiahome/dn/.

The World Wide Web isapart of the Internet that consists of a network of

computers, called “Web servers,” that host “pages’ of content accessible viathe Hypertext
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as an intended point of entry, a“home page,” which includes linksto other pages on the
same Web site or to pages on other sites. Online discussion groups and chat rooms relating
to avariety of subjects are available through many Web sites.

Users may find content on the 